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Section1 User’s Guide

1.1 Background

JEDI stands for Java EDR (Experimental Data Record) Display Interface. It is an
essential EDR quick-view tool that has made important contributions to many past
and current NASA/JPL space missions, such as Cassini, MER and Phoenix.
However, being a monolithic java-based web application with tightly-coupled client
and server components, it showed a sign of technical aging with increasing difficulty
for mission adaptation. To better support future space missions, a task calling for a
new design and re-implementation was defined and further funded by the MGSS
office.

Instrument : "NAVCAM_LEFT"

Prodid : "NLA_349860080EDR_D0000000001036288Z1"
ERT(start) : "2011-02-01T17:25:34.687"
&l Created : "2011-03-02T03:52:14.000"

LST: "N/A" Sol : "N/A"
RMC : (0,0,0,0,0,0,0,16368LID : "SIM"
CmdSeq#: 0
Seqld : "1036288"

: Imgld : "25"

Frame : "LEFT" ImgType : "REGULAR"
Filter

Exp(ms) 568.32
SolAz "UNK"
AZ 0.0730506

SolEl : "UNK"
EL : -0.0397985

Cmp : "ICER ADAPTIVE VARIABLE-LENGTH CODING (ICER)"
DP : "ImgimagelcerN|_0349860080_38876-1.dat"

Done

1.2 Features

Listed below are the main features of JEDI:

1.  There is a complete separation of presentation from data and logic, which
results in independent client and server sides, communicating only through
clearly-defined APIs. As such, either side can evolve in its own path, thus is
better positioned for easier and much more flexible updates with future web.

2. Some data models in JEDI contain rich science domain knowledge. They have

been preserved and improved. Web functionalities are created from scratch
leveraging on contemporary web technology.
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3. The server side provides individual services covering login/logout,
create/display/delete show, etc., all through well-defined APIs. These services
can be consumed by the JEDI default client and any new future in-browser or
desktop client.

4. The default JEDI client is an AJAX web client application that mimics JEDI
client. It works in all major web browsers out of the box without any library
dependency.

1.3 Server

The server is configured as a web application with a client interface. All images and
files must be accessible from the web server installed. Authentication and
authorization can be configured. Authentication is done via Kerberos verification.
Authorization is done via LDAP verification.

The client interfaces with the server via a web interface to create the view needed by
a project.

The JEDI server provides individual RESTful services that clients can interface with
to create a complete application for the end user.

1.1.1 Services

Listed below are service endpoints that are supported in current implementation:

« http://hostname:port/jujube/login

* http://hostname:port/jujube/list

* http://hostname:port/jujube/create

* http://hostname:port/jujube/modify

* http://hostname:port/jujube/delete

* http://hostname:port/jujube/logout

* http://hostname:port/jujube/streamAppender
* http://hostname:port/jujube/play

* http://hostname:port/jujube/show

Most of them are access-controlled by authentication credentials.

1.1.2 Web Pages

Pages that are parts of the webapp:
e http://hostname:port/jujube/login.html
e http://hostname:port/jujube/list.html
e http://hostname:port/jujube/play.html

6
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1.2 Client

The client uses a web interface to create a slideshow of images to be displayed.
Each image file (FITS, ISIS, VICAR formats) is displayed together with meta
information that is customized with a personality file. The image source can be from a
list, a directory, or a stream.

1.2.1 Authentication & Authorization

Only an authenticated and authorized (A&A) user is permitted. A user must provide
valid username and password to login. Authentication is done via Kerberos
verification. Authorization is done via LDAP verification. If A&A is not activated, the
user still has to provide a non-empty username and password. A&A can be turned on
or off by modifying the tomcat5.conf file and passing the following parameter to
tomcat when it starts:

-Djujube.auth=[true | false]
The LDAP server can be specified in the tomcat5.conf file as well:
-Djujube.ldap.url=ldap://miplauth-dev.jpl.nasa.gov:389/dc=mipl,dc=jpl,dc=nasa,dc=gov

To login, use [hostname:port]/jujube/login.html. The default port is 8080.

Please contact your project representative to set up authentication and authorization
credentials. The installation procedures are documented in Appendix C.

1.2.2 Create Show

After logging in, the user is presented with a form to create a show.

A show is created using either of two types of data sources:
« afile directory accessible to the server machine that the JEDI application is
hosctedil'ry: /proj/msl/dev/workspace/opgs/matis/ATLO_9/edrgenpipe/output/
z /_f\g%e/hbm/work/MSL/JEDI/MSL_pers1 .xt (can be a personality pointer
file) ;
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e anin-memory stream data source that can be populated and updated by a
timproc process via URL push. Requires running the script called JediNewEdr,
located in the OPGS tools location (for now, needs to be delivered).

e alist of files

A user can create an arbitrary number of shows, private to the user. Created shows
are listed in a table at the top of the page. Each row corresponds to a show that can
be played and deleted. If a Show Name is not provided, a show is tagged (and,
currently, thus-named) by a combination of user name and creation time. In the
current implementation, shows persist only in web server memory and will disappear
after a server reboot. It is planned to make them survivable over server reboots.

Logged in as cecilia. Logout | Help

My Shows

« CSC-ODL [browse | thumbnails | play | delete]
o CSC-stream [browse | thumbnails | play | delete]
o CSC-VIC [browse | thumbnails | play | delete]

Create New Show

1. Select Role
Please pick your role. The roles available are:

jedi.msl.dev.cam 3|

2. Select Data Source: directory or stream
Enter (a) the source directory name, or (b) the name of the file that lists the full pathnames of the image files.

Source File or Directory:

File filter (eg. *.jpg, N136*IMG):
O Process files just once. @ Loop through files.

3. Select Personality

There is a default personality file which will be used for each Role and Instrument.

If you prefer to use a different personality file, please provide the URL or file path for it.
® Use default personality file
O Use other personality file. URL or full file path:

4. Set Show Name (optional)

(_ Create )

Q Find: (Q Vr\-zz(t Prev ous ) QZ‘ Highlight al ") MMatch case

Done a

1.2.2.1 Role

The list of roles for the user is retrieved from the LDAP database. If authentication
has been turned off, then there is only 1 role: PROJ. Select the role for your show.

1.2.2.2 Select Data Source

A show is created using either of two types of data sources:
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o Afile listing the names of the image files and an optional personality filename,
or a directory accessible to the server machine that the JEDI application is
hosted.

e Anin-memory stream data source that can be populated and updated by the
EDR generation pipeline or process via URL push, using a script called
JediNewEdr. A stream stays alive (selectable) for 24 hours (default). This
parameter can be overridden in the tomcat5.conf:

-Djujube.stream.idle=8

1.2.2.3  Select Personality

The user has two choices for specifying personality:
e Use the default personality that has been defined in the LDAP database for the

role. This is only valid when authorization has been enabled.
e Use a specific personality or a personality pointer file.

1.2.2.4 Set Show Name

A show is identified by a combination of creation time and username. If a name is
given when the user creates the show, the show is listed by its name; otherwise, the
software will generate a unique identifier for the show.

1.2.2.5 Pairing an Image File with a Personality File

In this case, there is no show-default personality. Note that the user can specify
either show-default personality or personality pointer (See Sectionss 6 and 7 for how
to define these files.)

When the data source is a directory or a stream, if there is a default personality, it will
be used; otherwise, a personality will be chosen according to the personality pointer
file.

The data files listed in a list can have an optional personality file assigned to it. The

image file is listed with this personality file; however, if there is no personality file
given, then the default personality file will be used.

1.2.2.6 List of Shows

9
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A user can create an arbitrary number of shows, private to the user. Created shows
are listed in a table at the top of the page. Each row corresponds to a show that can
be played and deleted. A show is identified by a combination of creation time and
username. If a name is given when the user creates the show, the show is listed by
its name; otherwise, the software will generate a unique identifier for the dhow.

In the current implementation, shows persist only in server instance memory and will
disappear after a server reboot. It is planned to make them survivable over server
reboots.

1.2.3 Browse Show

To browse a show, click on the "browse" link. A "folder-like" page view of the show
will be presented.

On this page, each member entry corresponds to a EDR file, which, in turn, can be
clicked on and "opened" like a "folder". This process is traversing till to the end, when
there is no more links. On each "folder-like" page, there are also links to meta-info in
JSON format, which are helpful to developers who are creating new clients.

Technically, the "folder-like" page view of a show is the simplest html view of a
webified "data store", which, in this case, is a show.

1.2.4 Thumbnails

To display the thumbnails of the show, click on the "thumbnails" link. A window will
pop up that shows the thumbnails of all the files that belong to the created show. This
window is the same window as the ‘Play’ window, i.e., if the user clicks on the ‘Play’
link, then the thumbnails will not been shown. If no image is generated for the given
file, the thumbnail will show up as a question mark.The default number of thumbnails
shown is 12. The default thumbnail size is 128x128.

Note: If there are a lot of images in the show, the thumbnails may take a while to
load.

1.2.5 Play Show

To play a show, click on the "play" link. A new browser window will be spawned. In
this new window, EDR files contained in the show are displayed one by one in default
frequency set up when the show was created.

10
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Instrument : "REAR_HAZCAM_RIGHT"

Prodld : "RRB_351804145EDR_F0000000001036288M1"
ERT(start) : "2011-02-24T07:23:52.522"
Created : "2011-03-02T03:14:10.000"

LST : "UNK" Sol : "UNK"

RMC : (0,0,0,20,0,10,0,0) SCID : "MSL"
CmdSeqg# : 0

Seqld : "1036288"

Imgld : "1*

Frame : "RIGHT" ImgType : "REGULAR"
Filter

Exp(ms) 0.0

SolAz "UNK" SolEl : "UNK"

AZ "UNK" EL : "UNK"

Cmp : "LOW-COMPLEXITY LOSSLESS COMPRESSION (LOCO)"
DP : "ImgimagelocoRhr_0351804145_63560-1.dat"

Done P

To change the display speed, or tune the show in general, users can simply click
anywhere in the window to hide the "slide show". Now in the same window, the form
for modifying show behavior will appear, along with show parameters. Try to change
some, and click on “Watch The Show”, the change will take effect right way.

11
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Logged in as hbm.
Show hbm.20110309010615

o
!
!
!
Looping: true .
Start from current EDR (valid for stream mode only): false '
Source: /proj/msl/dev/workspace/opgs/matis/ATLO_9/edrgenpipe/output
Personality name: PROJ '
Personality file: /workspace/opgs/config/JTEDI/MSL_pers1.txt ‘
!
!
!
!
!
!
!
!
!
!
-

Modify Show

|Check for new files? I No, don't check @ Yes, check every 20 seconds.

|Sample Rate: [Show every 1 product. Valid range is 1 to 50.

|Updale Rate: [Proccss an EDR every s seconds. Valid range is 1 to 60.

|SSI Stretch Parameters tLowcrlimit: 0.005 %, Upper limit: 0.005 %.

Watch The Show

Turn debug on A
———— ) <4/ »
Done P //‘

1.2.6 Delete Show

To delete a show, just click on the "delete" link from the list page.

1.2.7 Logout

A user logs out by clicking on the "logout” link. In current implementation, a logged-in
user will be auto-logged out after a period of inactivity. The default idle time is 10 min
(600 sec). When logged out, whether auto or not, created shows will still be alive.

1.3 Personality and Personality Pointer Files

Personality files are simply ASCII text files that contain component parameters that
tell the server how the data will be displayed in the JEDI display window. The file can
contain JEDI window component parameters or can be a list of pointers to other
personality files to be used when displaying images. The client and server will
reference and adhere to this file in presenting the EDR data to the user. The
personality file must be viewable by the tomcat server. All parameters are optional
except the PersonalityName.

12
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1.3.1 Notations Used

The lines beginning with ‘# are comments.

1.3.2 Personality Types

There personality file can either be of type PERSONALITY or PERSONALITY-
POINTER.

A PERSONALITY type file contains the parameters for formatting the display. The
first line of this type of file should be exactly like this:

# Content-type: PERSONALITY

A PERSONALITY-POINTER file is a file containing references to other
PERSONALITY files and controls the number of instances the personality is used.
The first line of a personality pointer file should be exactly like this:

‘ # Content-type: PERSONALITY-POINTER

Personalities are required to have a version number, which can be specified by
beginning a line with “# version”. Other lines that start with a pound (#) sign is a
comment, and will be ignored by the personality parser. On the other hand,
personality pointers are not to have a version or comments.

1.4 Personality Parameters

The following sections list the parameters for a personality file. The mandatory
property is PersonalityName. Other ones are optional.
Syntax for the property names and values are as follows:

e Property name is in camel case and case-sensitive.

e Property values take in standard css value if applicable. For possible values,
please check any good online css reference such as
http://www.w3schools.com/css/css_reference.asp

13
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1.4.1 Personality Name

Each personality file must have a personality name usually the name of the
instrument and will be used to match the role that the user has been assigned to. The
name is case insensitive. The default name is PROJ.

PersonalityName=PROJ

1.4.2 Display Geometry

The DisplayGeometry allows the user to specify the location and dimensions of the
JEDI window.

e Xx andy are attributes that tell the server to display the JEDI window at the 'x*
row, 'y' column position on the User's Desktop Display.

e width and height are attributes that tell the server to display the JEDI window
of the provided width and height sizes in pixels.

DisplayGeometry[x=10, y=100, width=620, height=600]

1.4.3 Instrument DN Scale

InstrumentDNScale specifies how to scale the pixel data number values (DNs) into a
0-256 range.

e The short attribute tells JEDI how many bits are used for the DN range from the
instrument. This helps in scaling as many cameras of late use 12-bit ranges.
Since such values are stored as 16-bit shorts, the short=12 specification helps
JEDI knows how many bits are actually used to convey the DN from the
instrument readings.

e The byte attribute is for the same use. Typically, this will always be set to 8. It is
included here simply for completeness. Also, if ever there were an instrument that
used less than a bytes worth of DN range, this might be helpful.

e You may enter a value of -1 for to byte and short if the user desires JEDI to
perform auto scaling, i.e., let the software figure out the range and scaling.

InstrumentDNScale[byte=8, short=12]

14
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1.4.4 Ignore Values

IgnoreValues specify which pixel data number values (DNs) will be ignored when
calculating the mean, max, min values etc. This enhances the quality of the picture by
ignoring the saturated points, for example. You may have up to 10 ignored values.
Index starts from 1.

| IgnoreValues[1=4095, 2=255]

1.4.5 Ignore Range

IgnoreRange is for specifying a bigger range of pixel data number values (DNs) to be
ignored. Any value <= the lower value or >= the upper value will be ignored.

\ IgnoreRange[lower=0, upper=4095]

1.4.6 EDR Canvas

EDRCanvas specifies the information related to the EDR:

e The name attribute is the name of the EDR canvas
e The x, y, width, and height attributes specify the geometry of the canvas.
e The stretchType attribute can be percent or linear, and is the stretch method
used.
e The param0 and param1 attributes are the lower and upper limits of the stretch.
e The following 5 attributes are optional, but must be specified as a group. If you
just specify 1 to 4 parameters, the special check is not performed.
minBelowBg specifies the absolute minimum.
minLowerLimit
minDifference
minAbsolute
maxAboslute
e The following 4 attributes are optional, but must be specified as a group. i.e., if
you just specify 1 to 3 parameters, the special check is not performed.
o missingLineDN specifies the value that indicates a missing line.
o missingLineR, missingLineG, and missingLineB are the RGB values for
the pixel with with a matching missingLineDN.
e The following 4 attributes are optional, but must be specified as a group, i.e., if
you just specify 1 to 3 parameters, the special check is not performed.

O 00 OO
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cropx specifies the x coordinate of the cropped image
cropy specifies the y coordinate of the cropped image
cropwidth specifies the width of the cropped image

cropheight specifies the height of the cropped image

EDRCanvas[names=iss, x=30, y=10, width=256, height=256,
cropx=10,cropy=20,cropwidth=64,cropheight=6, stretchType = percent,\ param0=0.001,
param1=0.001, minBelowBg=15.0, minLowerLimit=30.0, minDifference=50.0,

\ minAbsolute=0.0, maxAbsolute=4095.0, missingLineDN=0, missingLineR=255,
missingLineG=255, \ missingLineB=0]

1.4.7 Grey Wedge

GreyWedge is a grey bar that shows the gradiation of the DN color scale from 0 to
255.

The x, y, width, and height attributes specify the geometry of the canvas.
ascending steps of gray in the wedge. false means descending.

vertical display of the grey wedge*.* false means a horizontal display.

steps is the number of steps shows in the grey wedge, value is between 1 and
256

GreyWedge[name=iss, x=11, y=10, width=16, height=256, ascending=false, vertical=true,
steps=256]

1.4.8 Histogram Canvas

HistogramCanvas specifies the information related to the histogram:

e name is the name of the histogram
e X, Y, width & height specifies the geometry of the canvas.
e axis specifies whether the histogram is shown as log or linear.

\ HistogramCanvas[name=iss, x=330, y=480, width=256, height=100, axis=log]

1.4.9 Icon Canvas

IconCanvas specifies the information related displaying an icon:

16
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e Xx & y specifies the location of the icon
e URL specifies the location of the image used for the icon

\ IconCanvas[x=520,y=10,URL=[https://tpsweb.jpl.nasa.gov/Jedi/images/casslogo_4.gif]

1.4.10 Keyword Canvas

KeywordCanvas specifies the information related to displaying a keyword:

e Xx and y specifies the location of the keyword

e keyword is the tag used to match the keyword in the EDR label for retrieving the
value

e value is a place holder to indicate that there's a value associated w/ this keyword

e show is the text for the keyword that is displayed

e delimiter specifies the symbol used to separate the keyword and its value. A
special delimiter '---' is used to indicate that this keyword has no associated value
and is treated as a label.

e color specifies the color of the text.

e alarmValue & alarmColor specifies the special alarmed condition

e alarmOp is the alarm operation that will be used to determine if the current value
is in alarm condition.

o 0 means no comparison,1 is for =, 2 is for !=, 3 is for >, 4 is <.

e evaluatedAsString is set to false if the comparison is not on numbers; otherwise
it's true.

o fontsize specifies the font size

KeywordCanvas[x=330,y=20,keyword=ANTIBLOOMING_STATE_FLAG,value=---
,show=Antiblooming,\ delimiter=:,color=FFFF00,alarmValue=,alarmColor=FF0000,alarmOp=
0,evaluatedAsString=true,\ fontSize=14] KeywordCanvas[x=330,y=40,keyword=CALIBRATI
ON_LAMP_STATE_FLAG,value=---,show=Cal.

Lamp,\ delimiter=:,color=FFFF00,alarmValue=,alarmColor=FF0000,alarmOp=0,evaluatedAs
String=true,\ fontSize=14]

1.4.11 Pointing Canvas
PointingCanvas specifies the information related to the Field Of View (FOV) panels:
« name is the name of the object

o Xxand y specify the location of the keyword
o width and height specify the width and height of the object

17
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o type is either Elevation or Azimuth

« deg_keyword is the tag used to match the keyword in the EDR label for retrieving
the value of the viewing angle. Used if fovFixed is true.

« degFov_keyword is the tag used to match the keyword in the EDR label for
retrieving the FOV angle. Used if fovFixed is true.

« clockwise [true | false] if true, then clockwise is positive; if false, then clockwise is

negative

» fovFixed [true | false] if true, then the FOV angle is fixed and the FOV value is
that of degreesFOV. If false, then the value of degrees and degreesFOV are

ignored.

e degrees is the viewing angle. It is ignored if fovFixed is false.
o degreesFOV is the FOV angle. It is ignored if fovFixed is false.

PointingCanvas[name=elevation, x=455,y=360, width=101, height=101, type=Elevation,
deg_keyword=INSTRUMENT_ELEVATION, degFov_keyword=ELEVATION_FQOV,
clockwise=true, fovFixed=false, degrees=90, degreesFOV=15]

1.4.12 Additional Property Values

The following table lists the additional values for the given properties:

Property Name Additional Property Values

DisplayGeometry backgroundColor, backgroundimage,
backgroundRepeat

EDRCanvas maskBorderThickness, maskBorderColor

IconCanvas Property URL

KeywardCanvas a keyword group leader must have property group

KeywordCanvas a keyword group leader can have properties color,
fontSize, fontWeight, fontFamily and align. Please
note that align is not a css property and its value
can be one of left, right, delimiter. left is the default

1.5 Personality Pointer Files

The personality pointer files references other personality files. Each line, after the first
line, in the file can either be a blank line, or a pair of number and absolute file paths.
The show will rotate through the list of given personality files to be applied to the

image source.
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Personality Pointer Example:
# Content-type: PERSONALITY-POINTER

3 /personalities/per_1.txt
2 /personalities/per_2.txt

In this example, the first three slides of the show will be displayed using per_1.txt, the

next two slides will be displayed using per_2.txt, the next three with per_1.txt, the
next two with per_2.txt, and so forth. This rule holds true whether the show is looping

or not.

1.6 Application Features

1.6.1 Mini Show Meta Info

In the “My Shows” section of the list.ntml page, users can hover over the show’s
“‘play” or “delete” links to see the show’s creator and its source displayed near the

mouse pointer.

1.6.2 Looping

If the data source is a directory or a list file, the show can display the data again and
again once it has displayed all of the data. This option is not available for stream

source.

To activate the option, please choose “Loop through files” when creating the show.

1.6.3 Start Show with Latest Data

If the data source is a stream, the play of the show always starts with the latest data
item in the stream and continues to only display data that comes later.

To activate this option, please choose “Start with current EDR” when creating the
show.
1.6.4 Sample Rate
Sample rate is the time a slide is displayed until it's replaced by the next slide. Users
19
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1.6.

1.6.

1.6.

1.6.

1.7

can change this by clicking on the slide to get to its control panel. The acceptable
range is 1-50. However, please note that if you have a slow client and choose a
sample rate of 1, the client may not be able to refresh quick enough and may result in
missed images.

5 Stretch Parameter and Band

Stretch Parameter and Band are display parameters of an EDR. Changing these
parameters affect the image display of that EDR. Each slide can contain more than
one EDR. For example, Cassini’s ISS slide contains one EDR per slide while
Cassini’s VIMS slide contains two EDRs per slide. Consequently, there should be as
many Stretch Parameter controls as there are EDRs. In the case of VIMS, this rule
also applies to Band controls.

To get to the control, users can click on the slide to get to the control panel.

6 Auto Window Resize

By the default, for each slide, the play window will automatically resize to the
DisplayGeometry specified in the personality of the slide. To deactivate this feature,
users can click on “Turn resize off” in the control panel. To reactivate the feature,
users can click on “Turn resize on” in the control panel.

7 Debug

To inspect which data file is being displayed and how many slides have been
displayed, users can click on “Turn debug on” in the control panel. Once debug is on,
the data file’s name and the total number of slides so far is displayed on the top left of
the play window.

8 Help

For help to use JEDI, users can click on the “Help” link at the top of list.html.

Input Update

Input to a show is both the data source and the personalities. This section discusses
how the client software handles changes in the show’s input.
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1.7.1 Directory Source Update

When data is added, deleted, or modified in the directory, the changes should be
reflected in the show after a twenty-second delay.

1.7.2 List Source Update

Similarly to a directory source, when EDR-personality pairs are added or deleted in
the list, the list is modified entirely, or items are no longer paired with the same
personality, or any personality at all, the changes should be correctly reflected after a
twenty-second delay.

1.7.3 Stream Source Update

Unlike directory or list source, stream source only has added data instead of deleted
data. However, new data can be added to a stream at random time before the stream
expires. As long as the show is running, new data should be displayed as soon as the
display rate allows unless there is data that has not yet displayed.

1.7.4 Personality Update

JEDI currently does not detect personality updates.

1.7.5 User’s Modifications to Show

Users’ changes to Stretch Parameter and Band are not persistent to personality file
or to the show’s internal data. Whenever a show is played, it starts with the same
values for Stretch Parameter and Band. Moreover, changes to Stretch Parameter and
Band while the show is playing should be reflected as soon as the next slide that
uses the same personality.
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Section 2 Example of a Cassini Personality File

# Content-type: PERSONALITY

# version 1.1.0

# Each personality file must contain a PersonalityName.

# This is usually the name of the instrument.

# It will be used to match the role that the user has been assigned to.
PersonalityName=CASISS

# DisplayGeometry lets the user specifies the X, y location of the
# JEDI window (applicable for stand-alone version only) and the
# width and height of the window.

DisplayGeometry[x=10, y=100, width=620, height=600]

# InstrumentDNScale specifies how to scale the DN's into a 0-256 range.

# The short specification tells JEDI how many bits are used for the DN range
# from the instrument. This helps in scaling as many cameras of late use

# 12-bit ranges. Since such values are stored as 16-bit shorts, the short=12
# specification helps JEDI knows how many bits are actually used to convey the
# DN from the instrument readings. The byte specification is for the

# same use. Typically, this will always be set to 8. It is included here

# simply for completeness. Also, if ever there were an instrument that used
# less than a byt'es worth of DN range, this might be helpfu.

# You may enter a -1 for auto scaling, i.e., let the software figure out

# the range and scaling.

InstrumentDNScale[byte=8, short=12]

# IgnoreValues specify which values will be ignored when calculating
# the mean, max, min values etc. This enhanced the quality of the

# picture by ignoring the saturated points, for example. You may

# have up to 10 ignored values. Index starts from 1.
IgnoreValues[1=4095, 2=255]

# IgnoreRange is for specifying a bigger range of values to be

# ignored. Any value <= the lower value or >= the upper value will
# be ignored.

IgnoreRange[lower=0, upper=4095]

# EDRCanvas specifies the information related to the EDR:

# name is the name of the EDR canvas

# x,y, width, & height specifies the geometry of the canvas.

# stretchType can be percent or linear, and is the stretch method used.

# paramO and param1 are the lower and upper limits fo the stretch.

# The following 5 parameters are optional, but must be specified as a group. i.e.,

# if you just specify 1 to 4 parameters, the special check is not performed.

# minBelowBg specifies the absolute minimum.

# minLowerLimit

# minDifference

# minAbsolute

# maxAboslute

# The following 4 parameters are optional, but must be specified as a group. i.e.,

# if you just specify 1 to 3 parameters, the special check is not performed.

# missingLineDN specifies the value that indicates a missing line.

# missingLineR, missingLineG, & missingLineB are the RGB values for the pixel w/
# with a matching missingLineDN.

EDRCanvas[name=iss, x=30, y=10, width=256, height=256, stretchTyp = percent, \
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param0=0.001, param1=0.001, minBelowBg=15.0, minLowerLimit=30.0, minDifference=50.0, \
minAbsolute=0.0, maxAbsolute=4095.0, missingLineDN=0, missingLineR=255, missingLineG=255, \
missingLineB=0]

# GreyWedge is a grey bar that shows the graduation??
GreyWedge[name=iss, x=11, y=10, width=16, height=256, ascending=false, vertical=true, steps=256]

# HistogramCanvas specifies the information related to the histogram:

# name is the name of the histogram

# x,y, width & height specifies the geometry of the canvas.

# axis can be log or linear. It specifies whethe the histogram is shown as log or linear.
HistogramCanvas[name=iss, x=330, y=480, width=256, height=100, axis=log]

# IconCanvas specifies the information related to the icon:

# x &y specifies the location of the icon

# URL specifies the location of the image used for the icon

IconCanvas[x=520, y=10, URL=https://tpsweb.jpl.nasa.gov/Jedi/images/casslogo_4.gif]

# KeywordCanvas specifies the information related to a keyword:

# x &y specifies the location of the keyword

keyword is the tag used to match the keyword in the EDR label for retrieving the value

value is a place holder to indicate that there's a value associated w/ this keyword

show is the text for the keyword that is displayed

delimiter specifies the symbol used to spearate the keyword and its value.

color specifies the color of the text

alarmValue & alarmColor specifies the special alarmed condition

alarmOp is the alarm operation that will be used to determine if the current value
is in alarm condition. 0 means no comparison, 1 is for =, 2 is for I=, 3 is for >,
4is <.

evaluatedAsString is set to false if the comparison is not on numbers;
otherwise it's true.

fontsize specifies the font size

KeywordCanvas[x=330,y=20,keyword=ANTIBLOOMING_STATE_FLAG,value=---,show=Antiblooming,\
delimiter=:,color=FFFF00,alarmValue=,alarmColor=FF0000,alarmOp=0,evaluatedAsString=true,\
fontSize=14]

KeywordCanvas[x=330,y=40,keyword=CALIBRATION_LAMP_STATE_FLAG,value=---,show=Cal. Lamp,\
delimiter=:,color=FFFF00,alarmValue=,alarmColor=FF0000,alarmOp=0,evaluatedAsString=true,\
fontSize=14]

#
#
#
#
#
#
#
#
#
#
#
#
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Section 3 Example of a Personality Pointer file

# Content-type: PERSONALITY-POINTER
3 /full/path/to/personalities/per_1.txt
2 [full/path/to/personalities/per_2.txt
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Section 4 Sample ehcache.xml File

The cache options are set in the web.xml file. E.g.

<!-- The following 3 is for cache -->
<context-param>
<param-name>
jujube.simplecache.enable
</param-name>
<param-value>
no
</param-value>
<description>
Whether cache is enabled. Values are 'yes' or 'no'.
</description>
</context-param>

<!-- the following 2 are valid only if jujube.simplecache.enable=yes -->
<context-param>
<param-name>
jujube.simplecache.ehcache.xml.path
</param-name>
<param-value>
/etc/tomcat5/jujube-ehcache.xml
</param-value>
<description>
Config file path for caching
</description>
</context-param>

<context-param>

<param-name>
jujube.ehcache.xml.path
</param-name>

<param-value>
/etc/tomcat5/jujube-ehcache.xml
</param-value>

<description>
Config file path for caching
</description>

</context-param>

Below is a sample ehcache.xml file.

<?xml version="1.0" encoding="UTF-8"?>

<!l--
CacheManager Configuration

An ehcache.xml corresponds to a single CacheManager.
See instructions below or the ehcache schema (ehcache.xsd) on how to configure.
System property tokens can be specified in this file which are replaced when the

configuration
is loaded. For example multicastGroupPort=${multicastGroupPort} can be replaced with
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the

System property either from an environment variable or a system property specified with
a

command line switch such as -DmulticastGroupPort=4446.

The attributes of <ehcache> are:
* name - an optional name for the CacheManager. The name is optional and primarily
used
for documentation or to distinguish Terracotta clustered cache state. With Terracotta
clustered caches, a combination of CacheManager name and cache name uniquely identify a
particular cache store in the Terracotta clustered memory.
* updateCheck - an optional boolean flag specifying whether this CacheManager should
check
for new versions of Ehcache over the Internet. If not specified, updateCheck="true".
* monitoring - an optional setting that determines whether the CacheManager should
automatically register the SampledCacheMBean with the system MBean server.
Currently, this monitoring is only useful when using Terracotta clustering and using
the
Terracotta Developer Console. With the "autodetect" value, the presence of Terracotta
clustering
will be detected and monitoring, via the Developer Console, will be enabled. Other
allowed values
are "on" and "off". The default is "autodetect". This setting does not perform any
function when
used with JMX monitors.
* dynamicConfig - an optional setting that can be used to disable dynamic configuration
of caches
associated with this CacheManager. By default this is set to true - i.e. dynamic
configuration
is enabled. Dynamically configurable caches can have their TTI, TTL and maximum disk
and
in-memory capacity changed at runtime through the cache's configuration object.
-
<ehcache xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="ehcache.xsd"
updateCheck="true" monitoring="autodetect"
dynamicConfig="true" >

<l--
DiskStore configuration

The diskStore element is optional. To turn off disk store path creation, comment
out the diskStore
element below.

Configure it if you have overflowToDisk or diskPersistent enabled for any cache.

If it is not configured, and a cache is created which requires a disk store, a
warning will be
issued and java.io.tmpdir will automatically be used.

diskStore has only one attribute - "path". It is the path to the directory where
.data and .index files will be created.

If the path is one of the following Java System Property it is replaced by its
value in the

running VM. For backward compatibility these should be specified without being
enclosed in the ${token}

replacement syntax.

The following properties are translated:
* user.home - User's home directory
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* user.dir - User's current working directory
* java.io.tmpdir - Default temp file path

* ehcache.disk.store.dir - A system property you would normally specify on the
command line

e.g. java -Dehcache.disk.store.dir=/u0l/myapp/diskdir ...

Subdirectories can be specified below the property e.g. java.io.tmpdir/one

-—>
<diskStore path="java.io.tmpdir"/>

<l--
TransactionManagerLookup configuration

This class is used by ehcache to lookup the JTA TransactionManager use in the
application

using an XA enabled ehcache. If no class is specified then
DefaultTransactionManagerLookup

will find the TransactionManager in the following order

*GenericJNDI (i.e. jboss, where the property jndiName controls the name of the
TransactionManager object to look up)

*Websphere

*Bitronix

*Atomikos

You can provide you own lookup class that implements the
net.sf.ehcache.transaction.manager.TransactionManagerLookup interface.
—-—>

<transactionManagerLookup
class="net.sf.ehcache.transaction.manager.DefaultTransactionManagerLookup"
properties="" propertySeparator=":"/>

<l--

CacheManagerEventListener

Specifies a CacheManagerEventListenerFactory which is notified when Caches are
added

or removed from the CacheManager.

The attributes of CacheManagerEventListenerFactory are:
* class - a fully qualified factory class name
* properties - comma separated properties having meaning only to the factory.

Sets the fully qualified class name to be registered as the CacheManager event
listener.

The events include:
* adding a Cache
* removing a Cache

Callbacks to listener methods are synchronous and unsynchronized. It is the
responsibility

of the implementer to safely handle the potential performance and thread safety
issues

depending on what their listener is doing.

If no class is specified, no listener is created. There is no default.
-—>

<cacheManagerEventListenerFactory class="" properties=""/>
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<l--
TerracottaConfig

(Enable for Terracotta clustered operation)

Note: You need to install and run one or more Terracotta servers to use Terracotta
clustering.
See http://www.terracotta.org/web/display/orgsite/Download.

Specifies a TerracottaConfig which will be used to configure the Terracotta
runtime for this CacheManager.

Configuration can be specified in two main ways: by reference to a source of
configuration or by use of an embedded Terracotta configuration file.

To specify a reference to a source (or sources) of configuration, use the url
attribute. The url attribute must contain a comma-separated list of:

* path to Terracotta configuration file (usually named tc-config.xml)

* URL to Terracotta configuration file

* <server host>:<port> of running Terracotta Server instance

Simplest example for pointing to a Terracotta server on this machine:
<terracottaConfig url="localhost:9510"/>

Example using a path to Terracotta configuration file:
<terracottaConfig url="/app/config/tc-config.xml"/>

Example using a URL to a Terracotta configuration file:
<terracottaConfig url="http://internal/ehcache/app/tc-config.xml"/>

Example using multiple Terracotta server instance URLs (for fault tolerance):
<terracottaConfig url="hostl1:9510,host2:9510,host3:9510"/>

To embed a Terracotta configuration file within the ehcache configuration, simply
place a normal Terracotta XML config within the <terracottaConfig> element.

Example:
<terracottaConfig>
<tc-config>
<servers>
<server host="serverl" name="sl1"/>
<server host="server2" name="s2"/>
</servers>
<clients>
<logs>app/logs-%i</logs>
</clients>
</tc-config>
</terracottaConfig>

For more information on the Terracotta configuration, see the Terracotta
documentation.

-—>

<terracottaConfig url="localhost:9510"/>

<l--
Cache configuration

The following attributes are required.

name:
Sets the name of the cache. This is used to identify the cache. It must be unique.
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maxElementsInMemory:
Sets the maximum number of objects that will be created in memory

maxElementsOnDisk:
Sets the maximum number of objects that will be maintained in the DiskStore
The default value is zero, meaning unlimited.

eternal:
Sets whether elements are eternal. If eternal, timeouts are ignored and the
element is never expired.

overflowToDisk:
Sets whether elements can overflow to disk when the memory store
has reached the maxInMemory limit.

The following attributes and elements are optional.

overflowToOffHeap:

(boolean) This feature is available only in enterprise versions of Ehcache.
When set to true, enables the cache to utilize "off-heap" memory

storage to improve performance. Off-heap memory is not subject to Java

GC cycles and has a size limit set by the Java property MaxDirectMemorySize.
The default value is false.

maxMemoryOffHeap:

(string) This feature is available only in enterprise versions of Ehcache.
Sets the amount of off-heap memory available to the cache.

This attribute's values are given as <number>k|K|m|M|g|G|t|T for
kilobytes (k|K), megabytes (m|M), gigabytes (g|G), or terrabytes

(t|T). For example, maxMemoryOffHeap="2g" allots 2 gigabytes to

off-heap memory. In effect only if overflowToOffHeap is true.

timeToIdleSeconds:

Sets the time to idle for an element before it expires.

i.e. The maximum amount of time between accesses before an element expires

Is only used if the element is not eternal.

Optional attribute. A value of 0 means that an Element can idle for infinity.
The default value is 0.

timeToLiveSeconds:

Sets the time to live for an element before it expires.

i.e. The maximum time between creation time and when an element expires.

Is only used if the element is not eternal.

Optional attribute. A value of 0 means that and Element can live for infinity.
The default value is 0.

diskPersistent:
Whether the disk store persists between restarts of the Virtual Machine.
The default value is false.

diskExpiryThreadIntervalSeconds:
The number of seconds between runs of the disk expiry thread. The default value
is 120 seconds.

diskSpoolBufferSizeMB:

This is the size to allocate the DiskStore for a spool buffer. Writes are made

to this area and then asynchronously written to disk. The default size is 30MB.

Each spool buffer is used only by its cache. If you get OutOfMemory errors consider

lowering this value. To improve DiskStore performance consider increasing it. Trace
level

logging in the DiskStore will show if put back ups are occurring.
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clearOnFlush:
whether the MemoryStore should be cleared when flush() is called on the cache.
By default, this is true i.e. the MemoryStore is cleared.

memoryStoreEvictionPolicy:

Policy would be enforced upon reaching the maxElementsInMemory limit. Default
policy is Least Recently Used (specified as LRU). Other policies available -
First In First Out (specified as FIFO) and Less Frequently Used

(specified as LFU)

Cache elements can also contain sub elements which take the same format of a
factory class
and properties. Defined sub-elements are:

* cacheEventListenerFactory - Enables registration of listeners for cache events,
such as
put, remove, update, and expire.

* bootstrapCacheLoaderFactory - Specifies a BootstrapCacheLoader, which is called
by a
cache on initialisation to prepopulate itself.

* cacheExtensionFactory - Specifies a CacheExtension, a generic mechansim to tie a
class
which holds a reference to a cache to the cache lifecycle.

* cacheExceptionHandlerFactory - Specifies a CacheExceptionHandler, which is called
when
cache exceptions occur.

* cacheLoaderFactory - Specifies a CacheLoader, which can be used both
asynchronously and
synchronously to load objects into a cache. More than one cacheLoaderFactory
element
can be added, in which case the loaders form a chain which are executed in order.
If a
loader returns null, the next in chain is called.

Cache Event Listeners

All cacheEventListenerFactory elements can take an optional property listenFor that
describes

which events will be delivered in a clustered environment. The listenFor attribute
has the

following allowed values:

* all - the default is to deliver all local and remote events

* local - deliver only events originating in the current node

* remote - deliver only events originating in other nodes

Example of setting up a logging listener for local cache events:

<cacheEventListenerFactory class="my.company.log.CacheLogger"
listenFor="local" />

Cache Exception Handling

e o B o

By default, most cache operations will propagate a runtime CacheException on

failure. An
interceptor, using a dynamic proxy, may be configured so that a
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CacheExceptionHandler can
be configured to intercept Exceptions. Errors are not intercepted.

It is configured as per the following example:

<cacheExceptionHandlerFactory class="com.example.ExampleExceptionHandlerFactory"
properties="logLevel=FINE" />

Caches with ExceptionHandling configured are not of type Cache, but are of type
Ehcache only,

and are not available using CacheManager.getCache(), but using
CacheManager.getEhcache().

Cache Loader
++++++++++++

A default CachelLoader may be set which loads objects into the cache through
asynchronous and

synchronous methods on Cache. This is different to the bootstrap cache loader,
which is used

only in distributed caching.

It is configured as per the following example:

<cacheloaderFactory class="com.example.ExampleCacheLoaderFactory"
properties="type=int,startCounter=10"/>

XA Cache
++++++++

To enable an ehcache as a participant in the JTA Transaction, just have the
following attribute

transactionalMode="xa", otherwise the default is transactionalMode="off"

Cache Writer
+H+++++++++H++

A CacheWriter maybe be set to write to an underlying resource. Only one CacheWriter
can be
been to a cache.

It is configured as per the following example for write-through:

<cacheWriter writeMode="write-through" notifyListenersOnException="true">
<cacheWriterFactory class="net.sf.ehcache.writer.TestCacheWriterFactory"
properties="type=int,startCounter=10"/>
</cacheWriter>

And it is configured as per the following example for write-behind:

<cacheWriter writeMode="write-behind" minWriteDelay="1" maxWriteDelay="5"
rateLimitPerSecond="5" writeCoalescing="true" writeBatching="true"
writeBatchSize="1"
retryAttempts="2" retryAttemptDelaySeconds="1">
<cacheWriterFactory class="net.sf.ehcache.writer.TestCacheWriterFactory"
properties="type=int,startCounter=10"/>
</cacheWriter>

The cacheWriter element has the following attributes:
* writeMode: the write mode, write-through or write-behind
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These attributes only apply to write-through mode:
* notifyListenersOnException: Sets whether to notify listeners when an exception
occurs on a writer operation.

These attributes only apply to write-behind mode:
* minWriteDelay: Set the minimum number of seconds to wait before writing behind.
If set to a value greater than 0,
it permits operations to build up in the queue. This is different from the
maximum write delay in that by waiting
a minimum amount of time, work is always being built up. If the minimum write
delay is set to zero and the
CacheWriter performs its work very quickly, the overhead of processing the write
behind queue items becomes very
noticeable in a cluster since all the operations might be done for individual
items instead of for a collection
of them.
* maxWriteDelay: Set the maximum number of seconds to wait before writing behind.
If set to a value greater than 0,
it permits operations to build up in the queue to enable effective coalescing and
batching optimisations.
* writeBatching: Sets whether to batch write operations. If set to true, writeAll
and deleteAll will be called on
the CacheWriter rather than write and delete being called for each key. Resources
such as databases can perform
more efficiently if updates are batched, thus reducing load.
* writeBatchSize: Sets the number of operations to include in each batch when
writeBatching is enabled. If there are
less entries in the write-behind queue than the batch size, the queue length size
is used.
* rateLimitPerSecond: Sets the maximum number of write operations to allow per
second when writeBatching is enabled.
* writeCoalescing: Sets whether to use write coalescing. If set to true and
multiple operations on the same key are
present in the write-behind queue, only the latest write is done, as the others
are redundant.
* retryAttempts: Sets the number of times the operation is retried in the
CacheWriter, this happens after the
original operation.
* retryAttemptDelaySeconds: Sets the number of seconds to wait before retrying an
failed operation.

Cache Extension
B T o o o o

CacheExtensions are a general purpose mechanism to allow generic extensions to a
Cache.
CacheExtensions are tied into the Cache lifecycle.

CacheExtensions are created using the CacheExtensionFactory which has a

<code>createCacheCacheExtension()</code> method which takes as a parameter a

Cache and properties. It can thus call back into any public method on Cache,
including, of

course, the load methods.

Extensions are added as per the following example:

<cacheExtensionFactory
class="com.example.FileWatchingCacheRefresherExtensionFactory"
properties="refreshIntervalMillis=18000,
loaderTimeout=3000,
flushPeriod=whatever,
someOtherProperty=somevalue ..."/>
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Terracotta Clustering
++++++H+

Cache elements can also contain information about whether the cache can be
clustered with Terracotta.
The <terracotta> sub-element has the following attributes:

* clustered=true|false - indicates whether this cache should be clustered with
Terracotta. By
default, if the <terracotta> element is included, clustered=true.
* valueMode=serialization|identity - indicates whether this cache should be
clustered with
serialized copies of the values or using Terracotta identity mode. By default,
values will
be cached in serialization mode which is similar to other replicated Ehcache
modes. The identity
mode is only available in certain Terracotta deployment scenarios and will
maintain actual object
identity of the keys and values across the cluster. In this case, all users of a
value retrieved from
the cache are using the same clustered value and must provide appropriate locking
for any changes
made to the value (or objects referred to by the value).
* synchronousWrites=true|false - When set to true, clustered caches use
Terracotta SYNCHRONOUS WRITE locks. Asynchronous writes
(synchronousWrites="false") maximize performance by
allowing clients to proceed without waiting for a "transaction received"
acknowledgement from the server.
Synchronous writes (synchronousWrites="true") maximize data safety by requiring
that a client receive server
acknowledgement of a transaction before that client can proceed. If coherence
mode is disabled using
configuration (coherent="false") or through the coherence API, only asynchronous
writes can occur
(synchronousWrites="true" is ignored). By default this value is false (i.e.
clustered caches use normal
Terracotta WRITE locks).
* coherent=true|false - indicates whether this cache should have coherent reads and
writes with guaranteed
consistency across the cluster. By default, its value is true. If this
attribute is set to false
(or "incoherent" mode), values from the cache are read without locking, possibly
yielding stale data.
Writes to a cache in incoherent mode are batched and applied without acquiring
cluster-wide locks,
possibly creating inconsistent values across cluster. Incoherent mode is a
performance optimization
with weaker concurrency guarantees and should generally be used for bulk-loading
caches, for loading
a read-only cache, or where the application that can tolerate reading stale data.
This setting overrides
coherentReads, which is deprecated.
* copyOnRead=true|false - indicates whether cache values are deserialized on every
read or if the
materialized cache value can be re-used between get() calls. This setting is
useful if a cache
is being shared by callers with disparate classloaders or to prevent local drift
if keys/values
are mutated locally w/o putting back to the cache. NOTE: This setting is only
relevant for caches
with valueMode=serialization

Simplest example to indicate clustering:
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<terracotta/>

To indicate the cache should not be clustered (or remove the <terracotta> element
altogether):
<terracotta clustered="false"/>

To indicate the cache should be clustered using identity mode:
<terracotta clustered="true" valueMode="identity"/>

To indicate the cache should be clustered using incoherent mode for bulk load:
<terracotta clustered="true" coherent="false"/>

To indicate the cache should be clustered using synchronous-write locking level:
<terracotta clustered="true" synchronousWrites="true"/>
-

<l--
Mandatory Default Cache configuration. These settings will be applied to caches
created programmtically using CacheManager.add(String cacheName).

The defaultCache has an implicit name "default" which is a reserved cache name.

—_—>

<defaultCache
maxElementsInMemory="0"
eternal="false"
overflowToDisk="true"
timeToIdleSeconds="1200"
timeToLiveSeconds="1200">

<l-- <terracotta/> -->

</defaultCache>

<!--

Sample caches. Following are some example caches. Remove these before use.

—_—>

<!--

Sample cache named sampleCachel

This cache contains a maximum in memory of 10000 elements, and will expire
an element if it is idle for more than 5 minutes and lives for more than
10 minutes.

If there are more than 10000 elements it will overflow to the
disk cache, which in this configuration will go to wherever java.io.tmp is
defined on your system. On a standard Linux system this will be /tmp"
-
<cache name="sampleCachel"

maxElementsInMemory="10000"

maxElementsOnDisk="1000"

eternal="true"

overflowToDisk="true"

diskPersistent="true"

diskSpoolBufferSizeMB="20"

memoryStoreEvictionPolicy="LFU"

/>
<l—-
timeToIdleSeconds="300"
timeToLiveSeconds="600"
-

<l--
Sample cache named sampleCache2
This cache has a maximum of 1000 elements in memory. There is no overflow to disk,
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so 1000
is also the maximum cache size. Note that when a cache is eternal, timeToLive and
timeToIdle are not used and do not need to be specified.
-
<cache name="sampleCache2"
maxElementsInMemory="10000"
maxElementsOnDisk="10000"
eternal="true"
overflowToDisk="true"
diskPersistent="true"
diskSpoolBufferSizeMB="20"
memoryStoreEvictionPolicy="FIFO"
/>

<l--
Sample cache named sampleCache3. This cache overflows to disk. The disk store is
persistent between cache and VM restarts. The disk expiry thread interval is set to
10
minutes, overriding the default of 2 minutes.
-
<cache name="sampleCache3"
maxElementsInMemory="500"
eternal="false"
overflowToDisk="true"
timeToIdleSeconds="300"
timeToLiveSeconds="600"
diskPersistent="true"
diskExpiryThreadIntervalSeconds="1"
memoryStoreEvictionPolicy="LFU"
/>

<cache name="oneSimpleCache"
maxElementsInMemory="10000"
maxElementsOnDisk="1000"
eternal="true"
overflowToDisk="true"
diskPersistent="true"
diskSpoolBufferSizeMB="20"
memoryStoreEvictionPolicy="LFU"

/>
</ehcache>
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Section 5 SSL Configuration for Tomcat 6

SSL Configuration for Tomcat 6.0

This is a simple note based on
http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html

1. Assumption

We use SSL to encrypt/decrypt communication between client and server.
We don't do Client Authentication.
We only do "self-signed" server Certificate.

More specifically for Tomcat, we use the JSSE implementation of SSL,
which is provided as part of the Java runtime (since 1.4).
The other implementation of SSL in Tomcat is APR.

2. Prepare Certificate Keystore

We create a new keystore from scratch, containing a single self-signed
Certificate, by

$ keytool -genkey -alias tomcat -keyalg RSA -keystore /path/to/my/keystore
Caution: make sure use the SAME password for both keystore and Certificate!
3. Edit Tomcat Configuration File

In ./conf/server.xml, enable <Connector>...</Connector> for port 8443 as

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
keystoreFile="/path/to/my/keystore" keystorePass="myPassword"
clientAuth="false" sslProtocol="TLS" />

4. Force SSL for Individual Tomcat Context
Add the following to its WEB-INF/web.xml, after all <servlet>...</servlet>:

<security-constraint>
<web-resource-collection>
<web-resource-name>Automatic SSL Forwarding</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>
</security-constraint>

37

© 2019 California Institute of Technology. Government sponsorship acknowledged.



5. Test
Restart your Tomcat, and point your browser to

https://host:8443/jujube/login
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Section 6 Using the Stream Mode

In the stream mode, the EDR is pushed to the web server via a script that puts together
a URL and then sent using wget. If the web server has a self-signed certificate (See
Appendix E), then add --no-check-certificate to the wget option.

The syntax for the URL is

URL="http://${JediHost}/jujube/streamAppender?streamName=$ {name}&SourceID=${stre
amId}&EDRName=${3}&mission=${miss
ion}&instrument=${instrument}"

Variable Value Example

JediHost The full name of the JEDI tpsweb-test.jpl.nasa.gov
webserver. If there’s a specific | miplmsI3.jpl.nasa.gov:9443
port number, it must be
specified.

streamName | A string value representing the | Test_100
stream name. If using the
provided script, this is created
by concatenating the stream
name and stream ID that the
user provides in the command

line
EDRname The full path of the EDR /home/csc/file.VIC
Mission A string representing the cassini

mission name MSL
Instrument A string value that represents CAM

the instrument, or NULL. If a ISS
string is provided, then it must
match the end part of the
personality name of one of the
user’s roles.

An example of the script is attached below

#/home/jmm/wget.sol-2.7 -q -0 /dev/null ${URL}
miplmsl3:/home/csc/jedi/JediNewEdrScripts 146 % more JediNewEdr-MSL
#1/bin/sh

This script is merely an "impedance matcher" to allow a non-TPS
(standalone) telemproc to alert JEDI of new EDR's as they are generated.
Typically, under the TPS, this would be handled via EdrAvailable events.
Here, the same information is being transmitted via HTTP using a URL

API. In the old days his functionality was implemented using dedicated
Java classes that would serialize the information and send it to a socket

39

HFWHRHHFHH®

© 2019 California Institute of Technology. Government sponsorship acknowledged.



on the JEDI server. Since this required that the tlmproc shell out to
invoke this Java class, a new JVM was instantiated _every_ time, resulting
in quite a bit of performance loss. Now that the JEDI server is a WebApp,
this is no longer necessary.

For Cassini's tlmproc's, I will be getting the following parameters:

[JEDI_WEB_HOST] -- if not supplied, $JEDI_WEB_ HOST is used, which is set by
elect system.

<STREAM NAME>

<STREAM ID>

<PRODUCT FILE PATH/NAME>

<PERSONALITY NAME> -- not send to JEDI but used to figure out instrument.

These will need to be URL Encoded and shipped to the JEDI WebApp via HTTP.
An example URL might be:

http://[JEDI_WEB HOST]?SourceID=<STREAM NAME>&EDRName=<PRODUCT FILE
PATH/NAME>&StreamID=<STREAM ID>&mission=<MISSION NAME>&instr
ument=<INSTRUMENT NAME>

HFHRBRHFHFHRHBHO KB HFHHBRRH

Note: we really don't need <PERSONALITY NAME>. But, we probably do need
some way to differentiate between URL hosts. So, we could use the fourth
parameter as a way to relay this. Therefore, WEB_HOST below could be
configurable at runtime.

HFHRWHHH

LD_LIBRARY PATH=/usr/local/lib
export LD LIBRARY PATH

if [ $# -1t 4 ]; then

echo "Hey I need [JEDI_WEB HOST] <STREAM NAME> <STREAM ID> <PRODUCT FILE
PATH/NAME> <PERSONALITY NAME> where <PERSONALITY NAME> may
be either CASISS or CASVIMS only and JEDI_WEB_HOST may optionally specify which
JEDI server to talk to (e.g., tpsweb-dev.jpl.nasa.gov).

exit -1
fi

if [ $# -gt 4 ]; then
JediHost=$1
shift

fi

mission="MSL"
instrument="CAM"
instrument id="88"

#find the mission
test="echo $4 | egrep '"CAS'"

if [ "$test" = "$4" ]; then
mission="cassini"
if [ "$test" = "$4" ]; then

mission="cassini"
fi

#find the instrument

test="echo $4 | egrep 'ISS$'

if [ "$test" = "$4" ]; then
instrument="1ISS"

fi
test="echo $4 | egrep 'VIMS$' °
if [ "$test" = "$4" ]; then

instrument="VIMS"
instrument_ id="VIMS"
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fi

if [ "$instrument" = "ISS" ]; then
filename="basename $3°
test="echo $filename | egrep '"N'"
if [ "$test" = "$Sfilename" ]; then
instrument="1ISS"
instrument_id="NAC"

fi
test="echo $filename | egrep '"W'"
if [ "$test" = "$filename" ]; then

instrument="ISS"
instrument_id="WAC"
fi
fi

if [ -z "${JediHost}" ]; then
JediHost=${JEDI_WEB_HOST}
fi

if [ -z "${JediHost}" ]; then
echo "Missing required parameter JEDI_WEB_HOST"
exit -1

fi

name="echo ${1} | tr ' ' '+'°

streamId="echo ${2} ${instrument id}"
URL="https://${JediHost}/jujube/streamAppender?streamName=${name}&SourceID=${str
eamId}&EDRName=${3}&mission=${mission}&instrument=${inst

rument}"

#echo $URL

# csc commented out the echo command on 09/16/2003

# causes the script to just hang if not commented out
# echo "/home/jmm/wget.sol-2.7 -g -0 /dev/null ${URL}"

#wget -qg -0 /dev/null --secure-protocol=auto ${URL}
# This command is for connecting to a self-signed server
wget -g -0 /dev/null --secure-protocol=auto --no-check-certificate ${URL}
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Section 7 Installation Procedures

1. Create group configuration file:

Create groups in JPL directory service. E.g. group 'iss_deV' for Cassini's ISS
product.

Create a default personality file for your group.

Group config file is a text file where each line is a tuple of three space-separated
and case-sensitive elements with the first token is the group name, the second
token is the name of personality associated with the group, and the third and last
element is the full file name of the default personality file for the group. Blank lines
are ignored. Here is an example of a line in the group config file:

iss_dev CASISS
/Users/honghanh/Documents/workspace/jedi/data/personalities/ISS_labwide B_1_test.txt

2. Get a copy of ehcache.xmil:

A copy of ehcache.xml is available in Appendix D.

This ehcache.xml is a config file, and you are welcome to write your own using the
given one here as an example. For more information on how to write this file,
please contact Zhangfan Xing (his contact info is available on JPL Space).

Save it and take note of the location and reference it in the web.xml file.

3. Unpack WAR file in some temporary directory:

% mkdir jujube
% cd jujube
% jar -xf /path/to/jujube.war

4. Modify web.xml if using JPL LDAP for Authentication and Authorization

Context-param Name Value

jujube.authentication.service | jpl.mipl.jujube.auth.LdapAuthentication

jujube.authentication.ldap Idap://Idap.jpl.nasa.gov:636 (this is JPL LDAP
server)

jujube.authorization.ldap Idap://ldap.jpl.nasa.gov:389/ou=personnel,dc=dir
,dc=jpl,dc=nasa,dc=gov (this JPL LDAP server)

jujube.authorization.config, /path/to/config

jujube.auth true

jujube.admins The JPL username of whomever in charge of

content policies of the JEDI server. The value
can be a comman-delimited lists of usernames.
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param none, info, debug, warn, error, fine
treevotee.simplelogger.level

jujube.simplecache.enable yes

jujube.simplecache.ehcache.x | /path/to/ehcache.xml

ml.path

jujube.ehcache.xml.path /path/to/ehcache.xml

jujube.stream.idle set value to the number of hours that your

streams are allowed to be idle before it's
removed from the list of streams. If this value is
not set, the default value is 24 hours. A stream
is idle when there is no item added to it, and no
show is using it.

5. Repack your WAR file

Inside the jujube directory that we created earlier, please do (your original WAR
file will be overwritten): jar -cf ../jujube.war *

6. Add WAR file to webapps location
% cp jujube.war to /usr/share/tomcat5/webapps/
7. Turn on HTTPS:

To turn on encryption, you should add this section after all servlet-mapping
sections in web.xml:

<security-constraint>

<web-resource-collection>
<web-resource-name>Automatic SSL Forwarding</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>

<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>

</security-constraint>

You should also enable HTTP with encryption protocol in Tomcat's server.xml.
Your sysadmin should know how to do this. All of your data, including username,
password, images and keywords will be encrypted if you do this.
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8. Tomcat configuration:

Please modify tomcat5.conf (usually in /etc/tomcat5) as follows:

JAVA OPTS="$JAVA_OPTS -Dcom.sun.media.jai.disableMedialLib=true"
JAVA OPTS="$JAVA OPTS -Xms1024m -Xmx1024m"

9. Allow links in tomcat

If you want to create links under the webapps directory, the following change needs to be
made to context.xml (usually in /etc/tomcat5)

<Context crossContext="true" allowLinking="true">

9. Path to Jedi/Jujube:

http://host:port/jujube/login.html
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Section 8 JEDI System Comparisons and Performance Test Results

These were the results of the comparisons and testing done in 2011. These results were
presented on September 15, 2011 & are attached here as a reference.

8.1 System Test: OS and Browsers

JEDI was tested in the following versions of OS and Browsers. All development unit tests
PASSED.

Firefox Firefox Firefox Firefox Safari Firefox Firefox Firefox
3.5.2 3.6.16 3.5.2 3.6.16 4.0.5 3.5.2 3.6.16 3.6.16
8.2 Stress Test #1: System vs. Load

Since data handling is done on the server side, the type of server has a direct impact on the
number of shows JEDI can support. Below are the results of testing on 3 types of servers.

tpsdev-bx 4 CPU, 2 GB, After creating 8 clients, performance gets really
2400 MHz bad. Can’t even create any more shows. Not much
difference between running at 512 or 1024 MB.
tpsweb-test 8 CPU, 8 GB, The performance starts to deteriorate after 12
3200 MHz shows. Not much difference between running at 512
or 1024 MB.
tpsdev-b / 24 CPU, 24 GB, 100 clients still OK. But the retrieval time of each
mipldr2 2933 MHz slide can take as long as 25 seconds. Need 1024

MB to handle 100 clients.

8.3 Stress Test #2: #Shows vs. Retrieval Times
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Stress Test #2: #Shows vs. Retrieval Times

10 shows, retrieval time (<1 - 4s) Test Objective: Can we

handle 100 clients?

Test: Measure retrieval times
for 10-100 shows

On loop back, the retrieval
time is decreases because of
the image has already been
cached.

Even though the system can
handle 100 shows, the retrieval

time increases as the load
increases

Ran on: mipldr2 (24 CPU, 24 GB, 2933
MHz); tomcat JVM 1024 MB
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8.4 Performance Test: Cache and Encryption

Performance Test

X Encryption v Encryption v Encryption | X Encryption
X Cache X Cache v Cache v Cache
Retrieval Time 2.765s 2.969s 1.250s 1.118s

Metadata 0.700s (25.4%) 0.687s (23.1%) 0.50s (40.3%)  (0.55s) 48.8%
Processing

Data Processing ~ 2.047s (73.9%) 2.074s (69.8%) 0.60s (48.0%)  (0.55s) 49.5%
Read EDR 0.174s (6.2%) 0.161s (5.4%)
1.131s (40.8%) 1.093s (36.8%)
Misc. 0.742s (26.9%) 0.820s (27.6%)
0.018s (0.7%) 0.209s (7.1%)

Gif Generation

Transport 0.15s (11.6%)  0.018s (1.7%)

Test Objective: Does Encryption help? Does encryption matter? Where is it spending
the most time?

Test: Processed 17 unique EDRs, looping through the files 4 times. Client and host
were both on tpsdev-b (24 CPU, 24 GB, 2933 MHz). Use a script to send and retrieve

requests to server
Cache implementation provides significant improvement on data processing time
Time increase with encryption turned on is negligent

8.5 Conclusion

« Transport time is negligible
+ Majority of the time spent for each slide retrieval is spent in data processing
* Not much control over it
* Maybe new video card?
+ Tuning the cache parameters - Will only benefit if multiple clients are looking at
same set of data.
* Improve the time spent for metadata processing
+ Utilize new data model as supported in the new webification method will cause the
meta portion of each slide to be cached as well
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Section 9 Known Issues

9.1 Thumbnails
e Thumbnails can take a long time to load.
e When hovering over the thumbnail, the image is supposed to enlarge. However, this
sometimes doesn’t work in firefox.

e The thumbnails pop up in the same window as the play window, so the user can either
only see thumbnails or watch the show, but not both

9.2 Persistent Debug Info
Occasionally, it takes two or three tries to turn off debug option in the play window.
9.3 Missing Slides
If the display rate is set higher than 3, i.e. display 1 slide every 3 seconds, sometimes
slides will be missed because the server is told to create a new slide while creating
the current one.
9.4 Performance
If the display rate is set higher than 3, i.e. display 1 slide every 3 seconds,

9.5 Out of Memory error (I0S-779)

If you get an Out of Memory error in tomcat, then consider increasing the memory
that tomcat started with. The suggested memory usage is 1024MB. This is specified
in the tomcat5.conf file which usually resides in /etc/tomcat5.

‘ JAVA_OPTS="$JAVA_OPTS -Xms1024m -Xmx1024m"

9.6 XML conflicts
If you encounter error messages from JEDI related to XML. Please try to remove the

[xml-commons-apis].jar from /usr/share/tomcatS/common/endorsed directory. The
library conflicts w/ the one JEDI needs and packages with the war.
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